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Preface 

The Department of Homeland Security (DHS) Office of Inspector General (OIG) was 
established by the Homeland Security Act of2002 (Public Law 107-296) by amendment 
to the Inspector General Act of1978. This is one of a series of audit, inspection, and 
special reports prepared as part of our oversight responsibilities to promote economy, 
efficiency, and effectiveness within the department. 

This report addresses the strengths and weaknesses of the Office of the Chief Information 
Officer's data center consolidation initiative. It is based on interviews with employees 
and officials of relevant agencies and institutions, direct observations, and a review of 
applicable documents. 

The recommendations herein have been developed to the best knowledge available to our 
office, and have been discussed in draft with those responsible for implementation. We 
trust this report will result in more effective, efficient, and economical operations. We 
express our appreciation to all of those who contributed to the preparation of this report. 

~.flf

ASSist~~~'ector General 
Information Technology Audits 
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Department of Homeland Security 
Office of Inspector General 

Executive Summary 

We reviewed the Department of Homeland Security’s efforts to 
consolidate its components’ data centers.  Our objective was to 
determine the progress the department was making in meeting its 
consolidation objectives. Generally, the department has made 
some progress toward consolidating its data centers.  For example, 
the department has established the Data Center Consolidation  
Division and two enterprise data centers.  Additionally, the 
department has awarded contracts for the operations of these data 
centers and has migrated computing resources to these new 
facilities.  

However, the department needs to take additional steps to improve 
the data center consolidation process.  Specifically, the department 
has not developed a complete inventory of the components’ data 
centers and the associated systems, hardware, and software.  
Additionally, the department should develop consolidated data 
center floor plans to guide the consolidation process.   
 
Further, the department should update its enterprise-wide data 
center consolidation strategic plan.  This plan should detail the 
process to decommission legacy component data centers and 
should conform to current government-wide efforts by the Office 
of Management and Budget to consolidate data centers. The 
department could also benefit by incorporating into its plans 
lessons learned from other successful data center consolidation 
efforts.  
 
We are recommending that the department: 
 
1. 	 Perform the necessary discovery and validation efforts to 

obtain accurate inventories of its data centers, hardware, 
and systems. 

2. 	 Review government-wide efforts as well as industry best 
practices for data center consolidations, and develop a more 
comprehensive data center consolidation plan. 

Management of DHS’ Data Center Consolidation Initiative Needs Improvement 


Page 1
 



  
 
 

 
  
 

 
 

 

 

 

 

 

                                                 
  

Background 

The Department of Homeland Security’s (DHS) Chief Information 
Officer (CIO) established the “One Infrastructure” vision to 
improve information sharing via an enterprise-wide, consolidated 
information technology (IT) infrastructure, supporting all of DHS’ 
strategic goals and business objectives:  awareness, prevention, 
protection, response, recovery, services, and organizational 
excellence. 

To support this mission, DHS established under the Office of the 
Chief Information Officer (OCIO) the Information Technology 
Services Office and the Data Center Consolidation Division.  
These headquarters offices are responsible for the data center 
consolidation initiative. The objective of this initiative is to 
coordinate and oversee the provision of services and facilities to 
collocate and consolidate the numerous disparate computing 
facilities that currently support the DHS components.  The 
project’s strategic vision is to reduce the number of existing data 
centers to two secure, geographically diverse locations to minimize 
infrastructure while enhancing the department’s disaster recovery 
posture. 

According to the OCIO, collocation and consolidation will provide 
a number of benefits over the disparate environments that currently 
exist within the components’ computing facilities.  For example, 
reducing the overall computing asset footprint will result in 
reduced system maintenance, management, and administration 
costs, while merging existing operations and maintenance contracts 
will further reduce overhead and administrative costs.  
Additionally, the consolidation efforts will help to standardize IT 
resource acquisitions, as well as streamline maintenance and 
support contracts, allowing for less complex vendor support and 
expediting response times in the event of an emergency.  Benefits 
derived from consolidation are expected to result in increased 
security and cost avoidance over time. 

DHS’ data center consolidation efforts are also a part of its efforts 
to remediate disaster recovery deficiencies cited in our May 2005 
report.1  We reported that DHS IT disaster recovery sites were not 
prepared to prevent service disruptions from potentially hindering 
DHS’ ability to perform mission-essential functions.  Further, these 

1 Disaster Recovery Planning for DHS Information Systems Needs Improvement (OIG-05-22), May 2005. 
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disaster recovery deficiencies were occurring in part because DHS 
did not have a program in place to provide an enterprise-wide 
disaster recovery solution. 
 
In response, the DHS CIO established the Infrastructure 
Transformation Project, which included the establishment and 
maintenance of two operational data centers with an active-active 
processing capability. The active-active processing capability of 
these two data centers was to ensure that each mission-critical  
system had a complete disaster recovery capability. 

 
Utilizing both enterprise data centers will: 
 
• 	 Provide redundancy to ensure continuity of operations for 

enterprise data centers in the event of a disaster; 
• 	 Support mission requirements for synchronization of 

backup and production environments; and 
• 	 Support data center consolidation goals by providing for 

component disaster recovery requirements. 
 
Finally, the Office of Management and Budget (OMB) has 
recognized the benefits of data center consolidation and has 
established the Federal Data Center Consolidation Initiative.2  The 
DHS CIO was appointed the co-chair of this initiative.  In April 
2010, DHS held a lessons-learned forum for other federal agencies 
regarding data center consolidation.  This government-wide 
initiative focuses on the following tasks: 
  
•	  Promote the use of Green IT by reducing the overall energy 

and real estate footprint of government data centers; 
•	  Reduce the cost of data center hardware, software, and 

operations; 
•	  Increase the government’s overall IT security posture; and 
•	  Shift IT investments to more efficient computing platforms 

and technologies. 

2 Office of Management and Budget, Federal Data Center Consolidation Initiative, February 26, 2010. 
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Results of Audit 

DHS’ Progress on Consolidating Its Data Centers  

DHS has taken a number of steps toward consolidating its components’ 
data centers. For example, the department has established a headquarters 
office, the Data Center Consolidation Division, within the OCIO to 
oversee this project. DHS has also established two enterprise data centers, 
DC1 in Mississippi and DC2 in Virginia.  In December 2008, DHS 
provided to the Congress a Data Center Migration Plan for this initiative.  

DHS has also migrated various computing resources, including all five 
legacy data centers, to its enterprise data centers.  For example, the two 
enterprise data centers contain computing resources from the following 
components (table 1): 

Table 1. Enterprise Data Center Occupants as of July 31, 2010 

DC1 DC2 
Customs and Border 
Protection (CBP) 

CBP 

DHS Headquarters DHS Headquarters 
Homeland Secure Data 
Network (HSDN) 

HSDN 

Federal Emergency 
Management Agency (FEMA) 

FEMA 

Immigration and Customs 
Enforcement (ICE) 

ICE 

Science and Technology 
(S&T) 

S&T 

United States Citizenship and 
Immigration Services 
(USCIS) 

USCIS 

Federal Law Enforcement 
Training Center (FLETC) 

National Protection and 
Programs Directorate 
(NPPD) 

 Transportation Security 
Administration (TSA) 
United States Visitor and 
Immigrant Status Indicator 
Technology (US-VISIT) 

Management of DHS’ Data Center Consolidation Initiative Needs Improvement 


Page 4
 



  
 
 

 
  
 

 
 

 
 
 
  
 
 

 

 

 

 
 

 

 

                                                 
     

   
     

     

The following legacy data centers have moved completely to the 
enterprise data centers: 

• CBP’s National Recovery Facility 
• Management Directorate’s (MGMT) Ashburn Data Center 
• MGMT’s HSDN Fair Lakes facility 
• MGMT’s Stafford Data Center 
• TSA’s St. Louis Hosting Center 

DHS is also taking steps to resolve a number of previously identified 
problems at these data centers.  For example, electrical power deficiencies 
at DC1 are being addressed with the installation of a new 
21 megavolt-ampere power line and with a new power substation due to 
be online in the second quarter of Fiscal Year (FY) 2011.   

Further, the DHS OCIO has developed migration schedules, based on 
fiscal year and component, to move additional systems to these data 
centers. For example, the DHS OCIO created a FY 2010 data center 
migration schedule and spending plan for moving specific systems from 
components’ legacy data centers and also performing improvements at the 
enterprise data centers. Appendix C summarizes the DHS FY 2010 Data 
Center Migration Spending Plans. Appendix D contains DHS’ Multi-Year 
Data Center Migration Plans.3 

Current DHS efforts are focused on physically consolidating component 
systems and hardware to DC1 and DC2 as funding is made available.  For 
example, DHS has budgeted $195,244,000 for improvements at the 
enterprise data centers and for physically consolidating legacy data centers 
in FY 2010. This funding is in addition to the $362,659,205 that DHS 
obligated from FYs 2005 through 2009 for enterprise managed services 
and data center development, infrastructure, and construction costs. 

In addition to coordinating, as co-chair, DHS is also responding to the 
OMB’s Federal Data Center Consolidation Initiative.  Specifically, DHS 
has already provided its Initial Asset Inventory and its Initial Data Center 
Consolidation Plan. According to OMB, the Initial Asset Inventory 
provides a high-level understanding of the scale and size of existing data 
centers, IT infrastructure assets, and applications supported by the data 
centers.  The Initial Data Center Consolidation Plan identifies potential 
areas for consolidation, areas that can be optimized through server 

3 Appendix D, Table D-1, contains the DHS Multi-Year Data Center Migration Plan from the DHS’ 
Congressional Data Center Migration Report, Quarter 1, Fiscal Year 2010 Report to Congress. However, 
OCIO staff stated that this document was not provided to the Congress. Appendix D, Table D-2, contains 
the updated Multi-Year Data Center Migration Plan that was provided to the Congress in May 2010. 
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Management Comments to the Draft Report 
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Appendix C 
DHS FY 10 Data Center Migration Spending Plans 

Table C-1. Summary of DHS’ FY 2010 Data Center Migration, 
Project/Spend Plan by Component (November 2009) 

Component  Legacy Data Center Estimated Total 
Cost 

Totals 

CBP Newington, VA $33,650,000 
CBP Total $33,650,000 
ICE Dallas, TX $6,000,000 
ICE Rockville, MD $13,000,000 
ICE Other $4,850,000 
ICE Total $23,850,000 
FEMA Plano, TX $1,658,145 
FEMA Sterling, VA $1,000,000 
FEMA Denton, TX $500,000 
FEMA Mt. Weather, VA $1,381,004 
FEMA Other $1,360,851 
FEMA Total $5,900,000 
TSA/FAMS Atlantic City, NJ $8,800,000 
TSA FAMS 
Total 

$8,800,000 

NPPD Pensacola, Fl $2,500,000 
NPPD Other $5,500,000 
NPPD Total $8,000,000 
USCIS Dallas, TX $5,500,000 
USCIS Rockville, MD $5,500,000 
USCIS Total $11,000,000 
DC1 DC1 Power upgrade $38,589,150 
DC2 DC2 Development $20,210,850 
DHS HQ 
Total 

$58,800,000 

Sub-Total Not 
Including 
US-VISIT 

$150,000,000 

US-VISIT Dallas, TX $15,081,333 
US-VISIT Rockville, MD $15,081,333 
US-VISIT DC2 $15,081,333 
US-VISIT 
Total 

$45,244,000 

FY 2010 
Total 

$195,244,000 
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Appendix C 
DHS FY 10 Data Center Migration Plan 

Table C-2. DHS’ FY 2010 Data Center Migration, Project/Spend 
Plan by Component (June 2010) 

Component  Estimated Total Cost 
CBP $9,700,000 
ICE $23,850,000 
FEMA $12,250,000 
TSA $8,800,000 
NPPD $8,000,000 
USCIS $22,000,000 
DHS HQ $65,400,000 
Sub-Total not including US-VISIT $150,000,000 
US-VISIT $45,244,000 
Total $195,244,000 

.
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Appendix D 
Multi-Year Data Center Migration Plan 

Table D-1. 1st Quarter FY 2010 Multi-Year Data Center Migration Plan 
(Prepared)13 

Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 
Customs and Border Protection (CBP) 

National Data Center (Springfield/Newington, VA) DC1/DC2 
Disaster Recovery Facility (Undisclosed) DC1 Completed FY08 
ACE (Tyson's Corner, VA) DC1/DC2 

DHS Headquarters (DHS HQ) 
DHS/CIO (Bluemont, VA) DC1/DC2 
DHS Ashburn Data Center (Ashburn, VA) DC1 
DHS HSDN Fair Lakes (Fairfax, VA) DC1/DC2 Completed Q4 FY09 
DHS Stafford Data Center (Garrisonville, VA) DC1 Completed FY08 

Immigration and Customs Enforcement (ICE - DOJ) 
ICE - DOJ (Rockville, MD) DC2 
ICE - DOJ (Dallas, TX) DC1 

USCIS 
USCIS - DOJ (Rockville, MD) DC2 
USCIS - DOJ (Dallas, TX) DC1 
USCIS TECC Verizon (Manassas, VA) DC1/DC2 

US-VISIT (DOJ) 
US-VISIT - DOJ (Rockville, MD) DC2 
US-VISIT - (DOJ Dallas, TX) DC1 

Federal Emergency Management Agency (FEMA) 
Information Technology Services Center (Bluemont, VA) DC2 
N. Va. Commercial Data Center - Savvis (Sterling, VA) DC2 
FEMA IT-EO-DO-TX (Denton, TX) DC1/DC2 
FEMA COOP (Plano, TX) DC2 

Transportation Security Administration (TSA) 
IBM St. Louis Hosting Center (Hazelwood, MO) DC2 Completed Q3 FY09 
TSA Headquarters (Arlington, VA) DC2 
Annapolis Junction Data Center (Annapolis, MD) DC2 
Colorado Springs Data Center (Colorado Springs, CO) DC2 
Atlantic City Data Center (Atlantic City, NJ) DC2 

U.S. Coast Guard (USCG) 
Aircraft Repair and Supply Center (Elizabeth City, NC) DC1 TBD 
OSC (Kearneysville, WV) DC1 Waiver request 
Coast Guard Finance Center (Chesapeake, VA) DC1 TBD 
OSC Disaster Recovery DC2 TBD 

U.S. Secret Service (USSS) 
U.S. Secret Service (H Street, Washington D.C.) DC1 
U.S. Secret Service- DR/Back Up Data Center (Undisclosed) DC2 

DHS DATA CENTER MIGRATION SCHEDULE FY2009 DC1/DC2 

Completed FY08 

FY2013 FY2012 FY2011 FY2010 

TBD 
TBD 

Completed 
Target Completion 

13 According to OCIO staff, the Congressional Data Center Migration Report, Quarter 1, Fiscal Year 2010 
Report to Congress, was not provided to the Congress. 
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Appendix D 
Multi-Year Data Center Migration Plan 

Table D-2. 	 FY 2010 Multi-Year Data Center Migration Plan Provided to the Senate 
Appropriations Committee in May 2010 

Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1DHS DATA CENTER MIGRATION SCHEDULE FY2009 DC1/DC2 FY2010 
Q2 Q3 
FY2011 

Q4 Q1 Q2 Q3 
FY2012 

Q4 Q1 Q2 Q3 
FY2013 

Q4 Q1 Q2 Q3 
FY2014 

Q4 
Customs and Border Protection (CBP) 

National Data Center (Springfield/Newington, VA) DC1/DC2 
Disaster Recovery Facility (Undisclosed) DC1 Completed FY08 
ACE (Tysons Corner, VA) DC1/DC2 

DHS Headquarters (DHS HQ) 
DHS/CIO (Bluemont, VA) DC1/DC2 
DHS Ashburn Data Center (Ashburn, VA) DC1 Completed FY08 
DHS HSDN Fair Lakes (Fairfax, VA) DC1/DC2 Completed Q4 FY09 
DHS Stafford Data Center (Garrisonville, VA) DC1 Completed FY08 

U.S. Immigration and Customs Enforcement (ICE) 
ICE - DOJ (Rockville, MD) DC2 
ICE - DOJ (Dallas, TX) DC1 

U.S. Citizenship and Immigration Services (USCIS) 
USCIS - DOJ (Rockville, MD) DC2 
USCIS - DOJ (Dallas, TX) DC1 
USCIS TECC Verizon (Manassas, VA) DC1/DC2 

U.S. Visitor and Immigrant Status Indicator Technology (US-VISIT) 
US-VISIT - DOJ (Rockville, MD) DC2 
US-VISIT - DOJ (Dallas, TX) DC1 

Federal Emergency Management Agency (FEMA) 
Information Technology Services Center (Bluemont, VA) DC2 
N. Va. Commercial Data Center - Savvis (Sterling, VA) DC2 
FEMA IT-EO-DO-TX (Denton, TX) DC1/DC2 
FEMA COOP (Plano, TX) DC2 

Transportation Security Administration (TSA) 
IBM St. Louis Hosting Center (Hazelwood, MO) DC2 Completed Q3 FY09 
TSA Headquarters (Arlington, VA) DC2 
Annapolis Junction Data Center (Annapolis, MD) DC2 
Colorado Springs Data Center (Colorado Springs, CO) DC2 
Atlantic City Data Center (Atlantic City, NJ) DC2 

U.S. Coast Guard (USCG)** 
Aircraft Repair and Supply Center (Elizabeth City, NC) DC1 
OSC (Kearneysville, WV) DC1 Waiver request 
Coast Guard Finance Center (Chesapeake, VA) DC1 
OSC Disaster Recovery DC2 TBD 

U.S. Secret Service (USSS) 
U.S. Secret Service (H Street, Washington, D.C.) DC1 
U.S. Secret Service- DR/BackUp Center (Undisclosed) DC2 

Completed 
Target Completion 
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Appendix E 
DHS Data Center Facilities 

Table E-1. Enterprise Data Centers 

Component Data Center 
City 

State Gross Square 
Feet 

DC1 MGMT Stennis Space 
Center 

MS 63,000 

DC2 MGMT Clarksville VA 60,550 
Total Gross Square Feet at Enterprise Data Centers:  123,550 

Table E-2. List of Data Centers Submitted by Components in Response to OMB’s 
August 2009 Data Call14 

Component Data Center City State Gross Square 
Feet 

1 CBP Springfield VA 54,000 
2 FEMA Anniston AL 2,691 
3 FEMA Lakewood CO 1,850 
4 FEMA Baton Rouge LA 300* 
5 FEMA Harahan LA 9,250 
6 FEMA New Orleans LA 360* 
7 FEMA Cumberland MD 100 
8 FEMA Frederick MD 400 
9 FEMA Hyattsville MD 1,100 

10 FEMA Ft. Monmouth NJ 96 
11 FEMA Albany NY 96 
12 FEMA New York NY 440 
13 FEMA Hatorey Puerto Rico 25 
14 FEMA Denton (1) TX 894 
15 FEMA Denton (2) TX 624 
16 FEMA Ft. Worth TX 70 
17 FEMA Berryville (1) VA 620 
18 FEMA Berryville (2) VA 3,100 
19 FEMA Berryville (3) VA 620 
20 FEMA Berryville (4) VA 425 
21 FEMA Winchester (1) VA 2,000 
22 FEMA Winchester (2) VA 500 
23 ICE Denver CO 3,000 
24 ICE Washington, DC (1) DC 100 
25 ICE Washington, DC (2) DC 1,500 
26 ICE Suitland MD 3,000 
27 ICE Battle Creek MI 3,000 
28 ICE Philadelphia PA 3,000 

14 According to OCIO staff, the OCIO did not administer this data call nor did they validate the information 
provided by the components. 
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Appendix E 
DHS Data Center Facilities 

29 ICE Houston TX Unknown 
30 ICE Springfield VA Unknown 
31 NPPD Los Angeles CA 86 
32 NPPD Pensacola (1) FL 3,000 
33 NPPD Pensacola (2) FL 3,000 
34 NPPD Argonne IL 2,500 
35 NPPD Oak Ridge TN 2,138 
36 NPPD Undisclosed Undisclosed 1,200 
37 NPPD Arlington (1) VA 2,400 
38 NPPD Arlington (2) VA 275 
39 NPPD Chantilly VA 100 
40 NPPD Fairfax VA 480 
41 NPPD Sterling VA 100 
42 NPPD Winchester VA 600 
43 NPPD – US-VISIT Rockville MD Unknown 
44 NPPD – US-VISIT Dallas TX Unknown 
45 TSA Colorado Springs CO 5,102 
46 TSA Annapolis Junction MD 6,500 
47 TSA Atlantic City 

International Airport 
NJ 1,852 

48 TSA Arlington (1) VA 3,000 
49 TSA Ashburn (1) VA 900 
50 United States Coast 

Guard (USCG) 
Elizabeth City NC 2,356 

51 USCG Chesapeake VA 2,607 
52 USCG **Kearneysville WV 10,000 
53 USCIS Laguna Niguel CA 1,200 
54 USCIS Lee’s Summit MO 1,400 
55 USCIS Lincoln NE 1,200 
56 USCIS Dallas TX 1,200 
57 USCIS Manassas VA VA 2,500 
58 USCIS St. Albans VT 1,000 
59 United States Secret 

Service (USSS) 
Washington, DC DC 12,255 

60 USSS Olney MD 3,475 
Total Gross Square Feet per OMB Submissions: 165,587 

*Based upon DHS’ Management Comments, we contacted FEMA staff for the correct 

size of the Baton Rouge and New Orleans server rooms. 

**The USCG facility in Kearneysville, WV, is exempt from migration according to 

Homeland Security’s FY 2010 Appropriation (P.L. 111-83). 
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Appendix E 
DHS Data Center Facilities 

Table E-3. DHS Data Centers Included in OCIO Inventories as of April 2010 But 

Not Included in the Components’ Responses to the OMB August 2009 Data Call 


Component Data Center City State 
1 CBP Tysons Corner VA 
2 DHS MGMT Bluemont VA 
3 FEMA Denton (3) TX 
4 FEMA Plano TX 
5 FEMA Sterling VA 
6 FEMA Unknown VA 
7 FEMA Rocket Center WV 
8 FLETC Glynco GA 
9 FLETC Clinton MD 
10 FLETC Artesia NM 
11 ICE Broomfield CO 
12 ICE Washington DC (3) DC 
13 ICE Rockville MD 
14 ICE Altoona PA 
15 ICE Oakridge TN 
16 ICE Dallas TX 
17 ICE Fairfax VA 
18 NPPD/Federal 

Protective Service 
and other small sites 

Unknown Unknown 

19 NPPD College Station TX 
20 TSA Little Rock AR 
21 TSA Denver CO 
22 TSA Atlantic City NJ 
23 TSA Pittsburg PA 
24 TSA Arlington (2) VA 
25 TSA Ashburn (2) VA 
26 TSA Bluemont VA 
27 TSA Herndon VA 
28 TSA Richland WA 
29 USCG Undisclosed Undisclosed 
30 USCIS Rockville MD 
31 USCIS Dallas TX 
32 USCIS Essex VT 
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ADDITIONAL INFORMATION AND COPIES 

To obtain additional copies of this report, please call the Office of Inspector General (OIG) at (202) 254-4100, 
fax your request to (202) 254-4305, or visit the OIG web site at www.dhs.gov/oig. 

OIG HOTLINE 

To report alleged fraud, waste, abuse or mismanagement, or any other kind of criminal or noncriminal 
misconduct relative to department programs or operations: 

• Call our Hotline at 1-800-323-8603; 

• Fax the complaint directly to us at (202) 254-4292; 

• Email us at DHSOIGHOTLINE@dhs.gov; or 

• Write to us at: 
DHS Office of Inspector General/MAIL STOP 2600, 
Attention: Office of Investigations - Hotline, 
245 Murray Drive, SW, Building 410, 
Washington, DC 20528. 

The OIG seeks to protect the identity of each writer and caller. 




